IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF MARYLAND
Southern Division

IN RE: MARRIOTT INTERNATIONAL, *
- INC., CUSTOMER DATA SECURITY

BREACH LITIGATION # MDL No. 19-md-2879
' CONSUMER ACTIONS %
* % * 3 * ' * % i % * * * * * *
MEMORANDUM OPINION

This case involves consolidatgd class action claims filed by consumers against Marriott
and Accenture related to a déta breach of the Mé,rriott-owned Starwood ‘Hdtels and Resorts, Inc.!
- Itis paft of the Multidistrict Litigation (“MDL”) pending before me concerning the-data breach.
Consumer Plaintiffs (“Plaintiffs”) and Marriott ‘and Accenture (“Defendants™) selected ten
“bellwethellr”- claims to test the sufficiency of the pleadings, which include tort, contract, and
statutory claims under the laws of various states.? Following the resolution of Defendants’ motions
to dismiss, nine bellwether claims remain. Plaintiffs now move to certify classes for monetary

damages, liability issues, and injunctive relief under Federal Rules of Civil Procedure 23(b)(3),

! Plaintiffs named as defendants Marriott International, Inc., Starwood Hotels and Resorts
Worldwide, LLC, and Accenture LLP. Second Amended Consolidated Complaint (“Compl.”),
ECF Nos. 413 (sealed), 537 (redacted) at ] 12—14. In this memorandum, I will refer to Marriott
and Starwood as one. entity and use the brand names interchangeably as Marriott acquired
Starwood in 2016. Marriott buys Starwood, becoming world’s largest hotel chain, CNBC (Sept.
23, 2016), https://www.cnbc.com/2016/09/23/marriott-buys-starwood-becoming-worlds-largest-
hotel-chain.html. Marriott and Accenture are referred to collectively as “Defendants.”

2 See ECF No. 368 (selection of bellwether claims). Each party selected five claims, consisting of
a cause of action and a jurisdiction from the Second Amended Consolidated Complaint, brought
by the named plaintiffs from the relevant jurisdiction. /d. '
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23(c)(4), and 23(b)(2), respectively.® For the reasons discussed below, Pllaint‘iffs’ motion is
GRANTED IN PART, and DENIED IN PART.*
'FACTUAL BACKGROUND

On November 30, 2018, Marriott announced that it was the target of one of the largest data
breaches in histery. Pls.’ Tab 1 8.5 The breach took place in .its Starwood guest reservation database.
Id. Marriott International acquired Starwood Hotels and Resorts in September 2016. When guests
make a reservation to stay ata Matriott property, they must provide personal‘information including
name, address, email address, phone number, and payment card information. Pls.’ Tab 19. In some
instances, Marfiott also collects passport information, room preferences, travel destinations, and:
other personal information. /d. Both Marriott and Starwood had prtvacy statements, dated May 18,
2018 and October 5, 2014 respectively, concerning their eellection and use of this personal'
information and touting their ability to protect the security of this sensitive information. Pls.” Tab

50.°

3 The motion has been fully briefed. See Pls.” Mot. for Class-Cert. (“Pls.” Mot.”), ECF Nos. 858
(redacted), 859/863/865 (sealed); Defs.” Opp’n, ECF Nos. 885 (sealed), 888 (redacted); Pls.’
Reply, ECF Nos. 905 (sealed), 910 (redacted). (All references in this opinion are to these
documents. As previously ordered, the parties will be submitting documents to the Court with
updated redactions pursuant to the Special Master’s resolution of the parties’ confidentiality
designation disputes. See ECF No. 1009. Those updates, however, do not affect this opinion.) In
addition to the written briefing, a hearing was held on April 20, 2022. Because it was critical to
Plaintiffs’ motion for class certification, the Court resolved Defendants’ motion to exclude the
opinions of Plaintiffs’ expert Dr. Jeffrey Prince, Ph.D., colloquially known as a Daubert motion,
in a simultaneously issued companion opinion to this one. Plaintiffs filed two Daubert motions of
their own, seeking to exclude the opinions of Defendants’ experts, Kevin Poindexter and Tom
Snyder. As neither of those two experts’ opinions were critical to deciding the class certification
motion, I DENY those motions. WITHOUT PREJUDICE. To understand why I need not fully
consider those Daubert motions now, see the “Standard of Review” discussion in the companion
Daubert opinion.

4 At this time, I would like to thank my chambers’ two spring semester judicial interns, Alan
Harrison and Michelle Lim, for their able assistance in preparing this opinion.. .

5 For all Plaintiffs’ exhibits, see ECF Nos. 859 (sealed) and 863 (sealed) and their attachments
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Investigations into the data breach indicated that for over four years, from July 2014 to
September 2018, hackers had acces,s.' to Starwood’s guest information database—the “New” Data
Storage (“NDS”) database. Pls.” Tabs 18—19. In other words, the data breach was ongoing before»
and after Marriott’s acquisition of Starwood. During the data breach, the hackers exported
customers’ personally identifiable information (“PII”). Pls.” Tab 19. Marriott discovered the
breach on September 8, 2018 when Accenture—a consulting company Starwood contracted-to
provide data security services, see Tab 48—reported an anomaly pertaining to the NDS database.
: Pls.’ Tab 18. In total, the breach impacted approximately 133.7 million guest records associated
with the United States, including an ésfimated 47.7 million records associated with the bellwether
states. Defs.” Ex. 12.°

Plairﬁiffs are consumers who provided their PIi to Marriott to stay at a Starwood property
or use Starwood’s services before the data breach. Plaintiffs aliege that Marriott and Accénture are
liable fqr the data breach under theories of tort, contraét, and breach of statutory duties.” The
gravamen of these allegations is that Marriott and Accenture failed to take‘ reasonable steps to
protect Piaintiffs’ personal information against the foreseeable risk of a cyberattack and, in the
case of Marriott, contrary to its express privacy statements and statutory duties.

Pending is Plaintiffs® motion to certify thirteen damages classes and subclasses under Rule
23(b)(3), various liability issues under Rule 23 (c)(4), and a class for injunctive or declaratory relief

under Rule 23 (b)(2).

¢ For all Defendants’ exhibits, see ECF No. 885 (sealed) and its attachments. -
" The contract and statutory theories are applicable only to Marriott, not Accenture.
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LEGAL STANDARD
Federal Rule of Civil Procedure 23 contains the requirements for class certification. A class

action must first meet the prerequisites of Rule 23(a):

(a) Prerequisites. One or more members of a class may sue or be sued
as representative parties on behalf of all members only if:

(1) the class is so numerous that joinder of all members is
impracticable;

(2) there are questions of law or fact common to the class;

(3) the claims or defenses of the representative parties are typical of
the claims or defenses of the class; and

(4) the representative parties will fairly and adequately protect the
interests of the class.

Fed. R. Civ. P. 23(a); see also Wal—Mart Stores, Inc. v. Dukes, 564 U.S. 338, 349 (2011); EQT
Prod. Co. v. Adair, 764 F.3d 347, 357 (4th Cir. 2014). These prerequisites are commonly referred
to as “numerosity, commonality, typicality, and adequacy of representation.” Id.

| In addition to meeting the requirements of Rule 23(a), a class action must fit one of the
categories in Rule 23(b). As relevant her.e,' Rule 23(b)(2) provides that a class action may be
maintained if “the party opposing the class has acted or refused to act on grounds that apply
generally to the class, so that final injunctive relief or correspOnding declaratory relief is .
appropriate réspecting the class as a whole.” Fed. R. Civ. P. 23(b)(2). In additi(on, Rule 23(b)(3)
provides thaf a class action may be maintained if ‘fthe court finds that the questions of law or fact
common to class members predominate over any questions affecting v_only individual members,
and that a class action is superior to other available methods for fairly and efficiently adjudicating
the controversy.” Fed. R. Civ. P. 23(b)(3). Factors relevant to the “predominance” and

“superiority” requirements include:



(A) the class members’ interests in individually controlling the
prosecution or defense of separate actions; -

(B) the extent and nature of any litigation concerning the
controversy already begun by or against class members;

(C) the desirability or undesirability of concentrating the litigation
- of the claims in the particular forum; and

(D) the likely difficulties in managing a class action.

Id.; see also Thorn v. Jefferson-Pilot Life Ins. Co., 445 F.3d 31 1, 319 (4th Cir. 2006).

Federal Rule of Civil Procedure 23(c)(4) states that, “[w]hen appropriate, an action may be
bfought or maintained as a class action with respect to particular iséues.” Fed. R. Civ. P. 23(c)(4).
A class action for particular issues under Rule 23(c)(4) must then meet the requirements of Rule
23(a) and the criteria for one of the types of class actions in Rule 23(b). See Gunnells v. Healthplan
Se;;vs., Inc., 348 F.3d 417, 439 (4th Cir. 2003).

In addition to the explicit requirements listed in Rule 23, the Fourth Circuit has recognized
that Rule 23 “contains an implicit threshold requifement that the members of a proposed class be
‘readily identifiable.”” EQT Prod. Co., 764 F.3d at 358. This is commonly referred to as the
“ascertainability” requirement. See id. |

Rule 23 ““‘does not set forth a mere pleading standard.”’ Comcast Corp. v. Behrend, 569
U.S. 27, 33 (2013) (quoting Wal—Mari, 564 U.S. at 350). Instead, “a party must...” be prepared to
prove that there are in fact sufficiently numerous parties, éommon questions of law or fact,’
fypicality of claims or defenses, and adequacy of representation, as required by Rule 23(a).” Id.
(quoting Wal-Mart, 564 U.S. at 350). Likewise,‘f“[t]he party must also satisfy through evidentjary
rproof at least one of the provisions of Rule 23(b).” Id. “It is the plaintiffs’ burden to demonstrate
compliance with Rule 23, but the district court has an independent obligation to perform a "rigorous

analysis’ to ensure that all of the prereqdisites have been satisfied.” EQT Prod. Co., 764 F.3d at



358 (citing Wal-Mart, 564 U.S. at 350.) “Frequently that_‘rigoroﬁs analysis’ will entail some
overlap With the merits of the plaintiff’ s underlying claim.” Wal-Mart, 564 U.S. at 350.
“Although Rule 23 does not giye district courts a ‘license to engage in free-ranging merits inquiries
at the certification stage,” a court should consider merits questions to the extent ‘that they are
relevant to determining whether the Rule 423 prerequisites for class certification are
satisfied.”” EQT Prod. Co., 764 F.3d at 357-58 (qduoting Amgen Inc. v. Conn. Ret. Plans & Tr.
Funds, 568 U.S. 455, 466 (2013)).
| ' DISCUSSION

Plaiﬁtiffs move to certify classes for monetary damages. under Rulel 23(b)(3), for liability
issues under Rule 23(c)(4), and for injunctive or declaratory relief under Rule 23(b)(2). Before
addressing the requirements for these specific class acﬁon types, I will address standing and the
explicit, as well as implicit, Rule 23(a) prerequisites that are applicable to all class action types.

L. Standingr

In cfass actions, “the standing inquiry focuses on the class representatives.” 2 W..
Rubenstein, Newberg on Class Actions § 2:3 (5th ed. 2021). For a class representative, or named
plaintiff, to establish standing, he or she must have (1) “suffered an ‘injury in fact’ that is (a)
concrete and particularized and (b) actual ér imminent, not conjectural or hypothetical,” (2) “fairly
traceable to the challenged action of the defendant,” and (3) “likely...[to] be feciressed by a
favorable decision.” Bishop v. Bartlett, 575 F.3d 419, 423 (4th Cir. 2009)); see also Lujan v. Defs.
of Wildlife, 504 U.S. 555; 560-61 (1992) (same). Eacil of the elements of standing “must be
supported in the same way as any other matter on which the plaintiff bears the burden of proof,
i.e., with the manner aﬁd degree of evidence required at the successive stages of the litigation.”
Overbey v. Mayor of Baltimore, 930 F.3d 215, 227 (4th Cir. 2019) (quoting Lujan, 504 U.S. at

561). For example, “[a]t the pleading stage, general factual allegations of injury resulting from the
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defendant’s conduct may suffice,” but at the summary judgment stage, plaintiffs “must ‘set forth’
by affidavit or other evidence ‘specific facts’ sﬁpporﬁing standing. Lujan, 504 U.S. at 561.

The applicable ev’identiéry burden to apply to standihg at the‘vclass certification stage has
sparked some disagreement betwegn courts. See Earl v. Boeing, 339 FR.D. 391, 411-12 (E.D.
Tex. 2021) (comparing Brooklyn Ctr. for Indep. of the Disabled v. Bloomberg, 290 F.R.D. 409;
414 (S.D.N.Y. 2012) (adopting pleading standard) with Gomez v. Trump, No. 20-CV-1419, 2020
WL 3429786, a;c *6n.7 (D.D.C. June 23,2020) (adopting heightened standard)). Nevertheless, for
a number of reasons, I am per_'s_uaded that the pleading-étage burden applies until summary
- judgment. Lujan laid out only three general phases of litigaﬁon—pleading, summary judgment,

and trial, see 504 U.S.‘ at 561, aﬁd Rule 23 “does not—and cannot—add an additional step to the
.'litigatc‘)ry life cyclef’ Earl, 339 F.R.D. at 412 (citing Neale v. Volvo Cars of N. Am., LLC, 794 F.3d
353,360 (3d Cir. 2015); Mahon v. T icor Title Ins. Co., 683 F.3d 59, 64 (2d Cir. 2012)). Given that
a plaintiff “remains several ‘successive stages’ away from resvolving a gi{/en dispute” at the class
certification stage, no shift in the burden should occur just yet. Earl, 33§ F.R.D. at 412 (citations
orrﬁtted). Thié position makes particular'sense ina case such as this one where merits discovery
will continue post-cértiﬁcation. Accordingly, my prior standing analysis still applies. See In re'
Marriott Int 'l, Inc., Customer Data Sec. Breach Litig., 440 F. Supp. 3d 447, 456-67 (D. Md. 2020);
Marriott, No. 19-md-2879, 2020 WL 6290670, at'*4—5 (D. Md. Oct. 27, 2020). Undoubtedly,
Defendants will faise further challenges to the class rei)resentatives’ standing in this litigation, but
those challenges will have .to wait until the summary judgment stage.
Defendants do raise an argument related to absent class members’ stgnding, however, that
I must address now. Defendants argue that the inclusion of absent class members who lack standing

in Plaintiffs’ proposed class definitions makes class certification improper. See Defs.” Opp’n at



29-30. Lasf year, the Supreme Court declared, “Every class member must have Article III standing
in order to recover individual damaées.” TransUnion LLC v. Ramirez, 141 S. Ct. 2190, 2208
(2021). -However, the Court declined to address “whether every class member must demonstrate
standing before a court certifies a class.” Id. at n.4. (emphasis added). As the Supreme Court noted,
the Eleventh Circuit has directly addressed this question and declined to require fhat district courts
“ensure that the class definition does not inélude any individuals who do not have standing before
certifying a class.” Cordoba v. DIRECTV, LLC, 942 F.3d 1259, 1276 (11th Cir. 2019) (emphasis
added). The Fourth Circuit has also declined to cfeate such a requirement. See Krakauer v. Dish
Network L.L.C., 925 F.3d 643, 657-58 (4th Cir. 2019) (affirming class certification when satisfied
that the class did not include “a large number of uninjured persons,” meaning the inclusion of a
small number of uninjured persons who lack standing would have been reconcilable with granting
class certification.);® but see Branchv. Gov’t Emps. Ins. Co.,323 F.R.D. 539, 551 (E.D. Va. 2018) |
(appl};ing out-of-circuit standard that“‘no class may be certified that contains memberis- lacking
Article III staﬁding”)'(citations omitted). Thus, Plaintiffs need not demonstrate that every class
member has standing at the class certification stage.

Nevertheless, Plaihtiffs must show that differences between class members as to
standing—i.e., the inclusion of uninjured individuals alongside injured ones in the class—are riot
so significant that the class runs afoul of Rule 23. Courts often addres>s this issue of “ﬁnihjured

class members” in the context of Rule 23(b)(3)’s predominance requirement. Krakauer, 925 F.3d

at 657 (citing In re Asacol Antitrust Litig., 907 F.3d 42, 51-53 (1st Cir. 2018); Kleen Prods. v.

8 The First and Seventh Circuits have also taken this approach. See In re Nexium Antitrust Litig.,
777 F.3d 9, 25 (st Cir. 2015) (“We think that a certified class may include a de minimis number
of potentially uninjured parties.”); Kleen Prods. v. Int’l Paper Co., 831 F.3d 919, 927 (7th Cir.
2016) (“[L}f the [district] court thought that no class can be certlﬁed unt11 proof exists that every
member has been harmed, it was wrong.”) (citation omitted).
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Int’l Paper Co., 831 F.3d 919 (7th Cir. 2016); Inre Rail Freight Fuel Surcharge Antitrust Litig.,
725 F.3d 244 (D.C. Cir. 2013)); see also Henderson v. Corelogic, Nat’l Baékground Data, LLC,
| No. 12-cv-97, 2016 WL 4611570, at *3 (E.D. Va. Sept. 2, 2016).° As ekplained earlier, a court
can only certify a class if “questions of law ér fact common to class rhembers prédomina‘ce over
any questioné affecting only individual members.” Fed. R. Civ. P. 23(b)(3). In other words, a class
must be “sufﬁéiently- cohesive to warrant adjudication by representation.” Tyson Foods, Inc. v.
Bouaphakeo, 577 U.S. 442, 453 (2016) (quoting Amchem Prods., Inc. v. Windsor, 521 U.S. 591,
623 (1997). As implied in Krakauer, the presence of “a large number of uninjured persons” in a
proposed c1ass'wou1d undermine predominance. 925 F.3d at 657.

Here, the proposed classes that do not lifnit membérship to those who bofe the economic
burden for a hoteli stay would surely include a large number of uninjured persons under thve
overpayment theory. Individﬁals do not experience any overpayment injury when they are
reimbursed by another individual or entity for a hotel stay. They do not suffer any economic loss.
The proposed classes likely include many such individuals. As Defendants note, multiple
bellwether plaintiffs traveled for work and were reimbursed by their employers for Work travel,
meaning that they did not bear the economic burden for work-related hotel stays. Defs.” Opp’n at
30. In addition to employer reimbursement, Defendants also indicate that some plaintiffs received
reimbursement when booking hotel stays for others, such as family members. Id. While the
beilwether plaintiffs pursuing the overpayment theory also paid for stays for which they did bear

the economic burden of the overpayment, see Defs.” Exs. 40, 44,. 48, 51-54, and thus are injured

9 At least one court in this circuit has addressed the issue of uninjured class members through the
lens of ascertainability instead of predominance, see Krakauer v. Dish Network L.L.C.,311 F.R.D.
384 (M.D.N.C. 2015), but I will follow the predominance approach.
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individuals as to those stays, we can draw some conclusions from the stays for which they did not
bear the economic burden. Id. - |

Considering the information gathered from the bellwether plaintiffs, it is a near certainty
that the proposed class definitions include inany individuals who solely traveled to Starwood hotels
for work and, therefore, have no hotel stays for which they were not reimbursed. The propose&
class definitions may also include a number of individuals who only paid for Starwood hotel stays
for which they were reimbursed by a family membef. Given the size of the proposed classes, the
number of uninjured class members could be in the thousands. As a result, sizeable portions of the
various classes have differing legal arguments as to standing, undoing the cohesiveness of the
classes and preventing common questions of law from predominating.'

Essentially, this predofninance analysis shows that the aforementioned proposed classes
are overbroad on the issue of standing. Seé Eafl, 339 FR.D. at 415 (“[U]sing Rule 23’s
predominance requirement to evaluate a putative class for overbreadth on the issue of standing
" makes sense from a functional perspective.”) An overbreadth problem, however, “can and often
should be solved by refining the class definition[s] rather than by flatly denying class certification
on that basis.” Messner v. Northshore Univ. Health Sys., 669 F.3d 802, 825 (7th Cir. 2012); see
also 7A Charles Alan Wright, Arthur R. Miller, and Mary Kay Kane, Federal Practice. and
Procedure § 1760 (4th.ed. 2021) (“[A court] has discretion to limit or redefine class[es] in an
appropriate manner to bring ;the action within Rule 23.”) Accordingly, I find that the class

definitions related to the overpayment theory should be narrowed to prevent this overbreadth on

10 Defining putative class members as those “who bore the economic burden” for a hotel stay raises
some concerns regarding ascertainability. However, one could sort through the factual
circumstances of reimbursement in a way that is consistent with predominance. See Section Il.a.
below. :

10




the iséue of étanding. See Iri re Brinker Data Incident Litig., No. 18-CV-686, 2021 WL 1405508,
at *6 (M.D. Fla. Apr. 14, 2021) (narrowing class definition to prevent the class definition from
being _oVerbfoad and to prevent predominance issues regarding standing). All classes proceeding
under the overpayment theory shall only include persons who bore the economic burden for hotel
room(s). This change will eiclude those individuals who are uninjured under the‘overpayment
theory from being class members.!!

In addition to fhis refinement, the Court will also limit the classes proceeding ﬁnder the
overpayment theory to iﬁdividuals who made reservations at Starwood properties during the four-
ahd-a-half—yeér period (2014-2018) in which hackers had access to Plaintiffs’ PIL See Pls.” Tabs
18-19. Logically, an individual could only suffer an overpayment injury under Plaintiffs’

~overpayment damages model during that period. As Plainti.ffs’ own expert, Dr. Prince, cabine_d his
model in this way, see Expert Class Cert. Rep. of Jeffrey T. Prince, Ph.D. (“Prince Initial Rep.”),
ECF No. 859-4 (sealed) at § 104; Depqsitién of Jeffrey T. Pﬁﬁce (“Prince Dep. 17), ECF No. 891-
2 (sealed) at 14:5-10, this change merely corrects an oversight by Plaintiffs’ Counsel when writing
the proposed class definitions related to the overpayment theory.
IL. Rule 23(a) Prerequisites
a. Ascertainability

In addition to the féctors explicitly listed in Rule 23(a) and (b), the Fourth Circuit has
“repeatediy‘ recognized that Rule 23 contains an implicit threshold requirement that the members
of a proposed class be ‘readily identifiable.”” EQT Prod. Co., 764 F.3d at 358 (quoting Hammond
v. Powell, 462 F.2d 1053, 1055 (4th Cir. 1972)). Courts within the Fourth Circuit and in other

circuits sometimes refer to this cbnc'ept as the “ascertainability” requirement. Id.; see also Soutter

' The Court will lay out the new class deﬁmtlons accountlng for all alteratlons discussed, at the
conclusion of the opinion.
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v; Equifax Info. Servs., ZLC, 307 F.R.D. 183,' 196 (E.D. Va. 201_5)1 In fhe Fourth Circuit, this
requirement has two components. First, “[a] class cannot be certified unless a court can readily
identify the qlass memberé in reference to objective‘ criteria.” EQT Prod. Co., 764 F.3d at 358 (4th
Cir. 2014) (emphasis added). Second, there must be an “administratively feasible [way] for the
court to determine whether a pérticulaf individual is a [class] member.” Krakauer, 925 F.3d at 658
(quoting 'EQT Prod. Co., 764 F.3d at 358) (emphasis added).!?

' Plaintiffs have satisfied the objective criteria component. Neither the originally proposed
class definitions nor the court-modified class definitions rely oﬁ subjective terms. Whether one
resides in a state, is an SPG membér, and so on, are not fnatter-s of belief or states of mind, buf
objective facts. \Defevndants do not contest ascertainability on objective criteria grounds. See Defs.’
Opp’n at 46—49.

Unlike the objective criteria component, the parties strongly éontest the administrative
feasibility of identifying class members. Id.; Pls.” Reply at 24-26. When analyzing fhe task of
| identifying class members, the Fourth Circuit has stated, “[P]laintiffs need not be able to identify

every class member at the time of certification[,]” but “‘[i]f class members are impossible to

12 Circuit courts are split on the issue of administrative feasibility. The First and Third Circuits
have incorporated administrative feasibility into a heightened ascertainability requirement. See
Nexium Antitrust Litig., 777 ¥.3d at 19; Byrd v. Aaron’s Inc., 784 F.3d 154, 163 (3d Cir. 2015).
The Second, Fifth, Sixth, Seventh, Eighth, Ninth, and Eleventh Circuits have rejected an
administrative feasibility prerequisite for class certification as a component of ascertainability or
otherwise. See In re Petrobras Sec., 862 F.3d 250, 267 (2d Cir. 2017); Seeligson v. Devon Energy
Prod. Co., 761 F. App’x 329, 334 (5th Cir. 2019); Rikos v. Procter & Gamble Co., 799 F.3d 497,
- 525 (6th Cir. 2015); Mullins v.. Direct Dig., LLC, 795 F.3d 654, 662 (7th Cir. 2015); Sandusky
Wellness Ctr., LLC v. Medtox Sci., Inc., 821 F.3d 992, 995-96 (8th Cir. 2016); Briseno v. ConAgra
Foods Inc., 844 F.3d 1121, 1123-24 (9th Cir. 2017); Cherry v. Dometic Corp., 986 F.3d 1296,
1302 (11th Cir. 2021). While the Fourth Circuit requires administrative feasibility as a component
of ascertainability, see EQT Prod. Co., 764 F.3d at 358-59, it has not directly addressed the circuit
split that has developed. See Krakauer 925 F.3d at 658; Peters v. Aetna Inc.,2 F. 4th 199, 241-43
(4th Cir. 2021).
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[identify without exteﬁsive and individualized fact-finding or ‘mini-trials,” then a class action is
inappropriate.”” EQT Prod. Co., 764 F.3d at 358 (quoting Marcus v. BMW of N. Am., LLC, 687
F.3d 58_3, 593 (3d Cir. 2012)). District courts within the Fourth Circuit have interpreted the
meaning of “extensive and individualized fact-finding or ‘mini-trials’” in this context differently. |
In the eyes of one court, “[t]he individualized fact-ﬁnding giving rise to mini-trials that defeat
asceﬁainability are those requiring determinations on the merits—not an administrative review to
determine whether an objective element of a class definition is"met.” Soutter, 307 F.R.D. at 197
(citing In re Vitamin C Antitrust Litig., 279 FR.D. 90, 116 (E.D.N.Y. 2012)) (emphasis added).
Another court tbok a cdnﬂicting approach, finding that an exceptionally complicated
administrative review of company records constituted the kind of individualized Afact-_ﬁnding that
defeated ascertainabifity. See Spotswood v. Hertz Corp., No. 16-1200, 2019 WL 498822, at *6-8
(D. Md. Feb. 7, 2019) (emphasis added).

It is unnecessary to resolve these different approa(;hes here. Even if this Court adopts the
stricter approach and accepts that an exceptionally complicated administrative review constitutes
an impermissible “mini-trial,” the case law “does not suggest that no level of inquiry as to the
identity of class members can ever be un.dertaken.”~ Byrd v. Aaron’s Inc., 784 F.3d 154, 171 (3d
Cir. 2015). “If that were the case, no Rule 23(b)(3) class could ever be certified.” Jd. Even the
Third Circuit, which originated the heightened ascertainability requirement, has stated: “[T]he size
of a botential class and the need to fe;/iew individual files to identify its members are not feasons
to deny class certification.” Id: (qﬁoting Young v. Nationwide Mut. Ins. Co., 693 F.3d 532, 53940
(6th Cir. 201_2) (collecting cases)).

Bearing this case law in mind, the question becomes whether the administrative review

required here constitutes an impermissible “mini-trial.” To answer that question, this Court must
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engage in a fact-specific énalysis. See In re Delta/AirTran Baggage Fee Antitrust Litig., 317
F.R;D.. 675 (N.D. Ga. 2016) (“[Tlhe [ascertainability] inquiry is so fact-specific that judicial
decisions setting forth the broad legal principles described above offer little meaningful guidance
in appfying them, particularly with respect to the administrative feasibility requirement.”)lé

Taking écéount of the facts in this case, I conclude that Plaintiffs have satisfied the
ascertainability requirement. Plaintiffs assert that the proposed classes are ascertainable because
Marriott’s NDS database contains the names and contact information for virtually all class
membe;s, and the parties can use that database to identify class members. See Pls.” Mot. at 25.
“[BJecause each class is defined generally as people who, because they gave their [PII] to Starwéod
and it wound up in Starwood’s NDS database, had that information compromised as a result of the
announced Data Breach,’; as Plaintiffs put it, an individual’s very presence in the database indicates
their membership in the class. See id. Of coﬁrse, that membership is subject to verification, but the
NDS database is a strong starting point ffom which to identify class members.!* Acknowledging
that records may be incomplete for some individuals in the NDS database, Plaintiffs also propose
filling in any gaps, or outdated information, with Marriott’s current customer data. See Pls.’ Reply
at 25. .

Defendants’ first objection to Plaintiffs’ approach is that the NDS data is too unreliable to

identify class members. ‘See Defs.” Mot. at 47-48. However, “[i]n general, courts do not look

- 13 While the Eleventh Circuit no longer requires the administratively feasible component of
ascertainability, see Cherry, 986 F.3d at 1304, it did at the time Delta/dir Tran was decided. That
the court grappled with administrative feasibility as required by the Fourth Circuit makes the case
particularly relevant. '

4 1t is worth noting that Marriott actually has this data, distinguishing it from cases where
ascertainability was complicated by data being hypothetical or being held by third parties who had
not yet agreed to cooperate. See Williams v. Big Picture Loans, LLC, 339 F.R.D. 46, 55-56 (E.D.
Va. 2021). '
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favorably upon the argument that records a defendant treats as accurate for business purposes are
not accurate enough to define a class.” Soutter, 307 FR.D. at 197-98. As Plaintiffs nbte’,
Defendants’ argument is particularly unavailing here because fhey used the NDS database to notify
the proposed class members of the data breach. See Pls.” Mot. at 25 (citing Marriott Amend. Ans.
to Compl., ECF No. 620 at § 199); Pls.’ Reply at 24. Defendants certainly viewed the database as
reliable enough for that notification process. That said, the bellwethcr discovery procéss has
revealed that some reservation “rows” in the database lack the full complement of up-to-date
information needed to verify class members’ identity. See Defs.” Mot. at 4748 (citing Defé.’ Ex.
38; Ex. 41). For example, sofne rows do not include information about a guest’s state of residence, .
or if reservations do include that information, it may be outdated. /d. But any gaps can be resolved

“by cross-referencing reservations made by the same guest within the NDS database and, if
necessary, with Marriott’s current éusto;ner data. If all elsé fails, the database contains enough
contact information; i.e., email addresses and phone numbers, that one could easily verify. the
objective fact of where a class member lives. At the class certification hearing, Plaintiffs also
asserted that address finding services could help locate class members, -

Defendants’ second objection to Plaintiffs’ approach is that there isno way to identify thése ,
who bore the economic burden for a hojcel stay, i.e., those who did not receive reimbursement,
without falling into an impermissible “mini-trial.” See id. at 48—49. The Couﬁ’s decision to narrow
the proposed classes pertaining to the overpayment theory to include oniy those who bore the
economic burden surely raises the salience of-this concern. Defendants’ objection, though, is .
faulty. First, Defendants imply that individualized review (which the Court agrees is certainly
required here) will defeat administrative feasibility. See id. As explained previously, however, “the

need to review individual files to identify [class] members [is] not [a] reason[] to deny class
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certification.” Byrd, 784 F.3d at 171. Second, Defendants assume thét “sglf-certiﬁcation” through
affidavits is the only source from. which the i)arties can identify those who bore the economic
burden. While self-certification may be paﬁ of the identiﬁcation proc.ess, it will not be self-
certification standing alone. 'Ahy affidavits can and will be cross checked against the NDS
database, whichv can confirm whether a reservation was made, the dates of that reservation, the
payment card used, etc. In the event that the NDS database lacked cofroboréting information,
Plaintiffs also éould use class members’ own records such as receipts and bank and credit card
- statements as an informational supplement. '3 Such records would be particuiarly helpful for

confirming that individuals did not receive reimbur_semenf for hotel stays. See Delta/AirTran, 317

FR.D. at 692 (“To the extent class members retained receipts or credit card statements -

documenting payment. ..these objective records can be used to permit self-identification of class

members in a reliable manner.”).

Because the NDS database and these other records exist, Plaintiffs can use affidavits to .

help ascertain the class. See City Selecz‘Auto Sales Inc. v. BMW Bank of N. Am. Inc., 867 F.3d 434,

441 (3d Cir. 2017) (quoting'Byfd, 784 F.3d at 170-71 (“Affidavits from poiential class members, |

standing alone, without ‘records to identify class members or a method to weed out unreliable
'afﬁdavits,’ will not constitute a reliable and administratively feasible means of determiniﬁg class
membership,"’ however, ‘fafﬁdavits, ih combination with records or other reliable \ and
administratively feasible means', can meet the gscerfainability standard.”)). As in Delia/AirTran,
the Court is “cognizant of the concerns raised by self-identification.” 317 F.R.D. at 692. However,

“where the charge at issue is so small that it is unlikely to induce fraudulent claims,” as here, and

15 At the class certification hearing, Plaintiffs suggested that such records could be useful.
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when “class members can obtain objéctive records with relative ease that would confirm their
membership in the class,” as here, “those concerns are minimized.” Id.

Defendants’ concern regarding their due process rights is misplaced at this stage of the

 litigation. Their ability “to challenge the proof used to demonstrate class membership,” Carrera v.

'.Bayer Corp., 727 F.3d 300, 307 (3d Cir. 2013); is not implicated by this ascertainébility finding.

“The due process question is not whéther the identity of class members can be ascertained with
perfect accuracy at the certification stage but whether the defendant §vill receive a fair opportunity
to present its defenses when_pufative class members actually come forward.” Williams v. Big
Picture Loans, LLC, 339 F.R.D. 46, 56 (E.D. Va. 2021) (quot'ing Mullins v. Direct Dig., LLC, 795
F.3d 654, 670 (7th Cir. 2015)). |

While the potential class sizes here are large and review of individual files will be required,

Plaintiffs have adequately shown—at this stage in the proceedings—that any review in this case

is administratively feasible and not the kind of administrative review that would preclude

éscertainability. 16 Identifying cléss memberé will no doubt‘be time consuming, but ~that fact doeé
not defeat ascertainability.

The Court will cafefully monitor any deVelopments related to the NDS database and other
methods of class member identification to ensure continued admiﬁistrativ_e feasibility. Cf.
Delta/Air Tran, 317 F.R.D. at 692 (“As the process for submitting and confirming class members’
claims is further developed, the Court (and no doubt Defendantsj will remain vigilant that the

process be structured in a manner to eliminate as much of the uncertainty as possible.”); Earl, 339

\

16 As discussed. in the companion Daubert opinion, Defendants objected to producing the NDS -

database for individuals other than the bellwether plaintiffs, so Plaintiffs were given relatively
limited information with which to address Defendants’ representations related to administrative
feasibility. ' ' '
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FR.D. at.423 (“The Court concludes that Plaintiffs ‘sati"sfy‘ the ascertainability requirement. Of
course, Plaintiffs are not finished With this elemenf——as the litigation ﬁrogresses, the Court will
scrutinize this ascertainability.”) The Court can limit or modify class definitions “to provide the
_necessary ﬁrecision” on the ascertainability requirement. anrl, 339 F.R.D. at 423 (quoting In re
Monumental Life Ins., 365 F.3d 408, 414 (5th Cir. 2004)). Further, “if an ascertainability issue .
eventually becomes ‘truly insoluble, the [Clourt may decertify the class at a later stage of the
litigation.”” Id. at 422—23 (quoting Mull;‘ns, 795 F.3d at 664).7

b. Numerosity

Rule 23(a)’s numerosity requirement is that the class must be “so numerous that joinder of
all members is impracticable.” Fed. R. Civ. P, 23(a)(1). “Thbugh ‘[n]o specified number is needed
to maintain a class action,’ . . . ‘[a]s a general guideline, . . . a class that encompasses fewer than
20 members will likely not be certified . . . while a class of 40 or more members Jraises a

~presumption of impracticability of jolind’er' based on numbers alone.’” In re Zetia (Ezetimibe)
Antitrust Litig., 7 F.4th 227, 234. (4th Cir. 2021) (quoting Cypress v. Newport News Gen. &
Nonsectarian Hosp. Ass 'n, 375 F.2d 648, 653 (4th Cir. 1967); 1 Newberg § 3:12). Plaintiffs need

not establish the precise number of class members at the certification stage to satisfy the

17 The Court notes that its references (here and elsewhere in the Memorandum Opinion) to the
ability to amend its class certification order, or even decertify the classes, should not be construed
as conditional certification. The 2003 amendments to Rule 23 deleted the provision that explicitly
enabled courts to conditionally certify class actions. Fed. R. Civ. P. 23 Advisory Committee Note
(2003). Courts disagree as to whether conditional certification is still permissible, see 2 Newberg
§ 4:80 (citations omitted), but, in any case, the Court is not relying on conditional certification
here. It is merely referring to its “authority to ‘modify[] its certification if it becomes clear, as the
case develops, that the class action vehicle is in fact inappropriate.”” Id. (quoting In re New Motor

Vehicles Canadian Export Antitrust Litig., 522 F.3d 6, 26 n.27 (Ist Cir. 2008)). It is well

established that courts retain this authority even if conditional certification is no longer permitted.
See id. Rule 23(c)(1)(C) explicitly states, “An order that grants or denies class certification may
be altered or amended before final judgment.” Fed. R. Civ. P. 23(c)(1)(C).
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numerosity requirement so long as they provide “a reasonable éstimate of the number of ;:lass
members.” Harris v. ‘Rainey, 299 F.R.D. 486, 489 (W.D. Va. 2014) (quoting Wiseman v. First
Citizens Bank & Tr. Co., 212 F.R.D. 482, 486 (W.D.N.C. 2003).

Here, Plaintiffs assert—and Defendants do not contest—that each of the proposed classes
contains .“no less than tens of thousands_ of class members.” Pls.” Mot. atAZO. This assertion is a
reasonable estimate in this casev. As Plaintiffs note, when Marriott discovered the data breach—
one of the largest in history—the company itself estimated that the breach affected hundreds of
millions of guest records. Id. After de-duplication efforts, Marriott updated its estimate, stating.
that the data breach affected approximately 133.7 million guest records associated with the United
States. Defs.” Ex. 12. Of those records, 47.7 million may be associated with the bellwether states.'®
Id. Even if “significant duplication remains,” id., and the final class definitions éxclude certain
individuals, one can reasonably expect that the proposed classes will consist of tens of thousands
of members.' These class sizes far surpass the presumption of impracticability of joinder based
on numbers alone.2’ Plaintiffs’ reasonable estimate satisfies the numerosity requirement.v

c. Commonality
Rule 23(a)’s commonality requirement is. that “there are questions of law or fact common

~to the class.” Fed. R. Civ. P. 23(5)(2). The Supreme Court has expiained that under this

18 Specifically, Marriott provided the following estimate of associated guest records by state:

California

Connecticut

Florida

Georgia

Maryland

Michigan

New York

19,904,659

2,502,905

7,370,612

4,190,332

2,407,570

2,824,108

8,518,671

19 As Marrioﬁ only produced transactional data from the NDS database for named Plaintiffs, it
would have been exceedingly difficult for Plaintiffs to offer a more precise figure. See ECF No.
751.

20 Given that these class sizes are far outside the “gray area” cases consisting of classes between
twenty and forty members, the Court need not engage in the factor-by-factor analysis required for
such cases. Cf. Zetia (Ezetimibe) Antitrust Litig., 7 F.4th at 234-36.
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requirement, “[wlhat matters to class certification . . . is not the raising of common ‘queetions’—
even in droves—but rather, the capacity of a class-wide proceedmg to generate common answers.”
‘Wal-Mart, 564 U.S. at 350. “A single common question will suffice, . . . but it must be of such a
* nature that its determination ‘will resolve an issue that is central to the validity of each one of the
claims in one stroke.’” EQT Prod. Co., 764 F.3d,atA360 (quoting Wal-Mart, 564 U.S. at 350).
“Where the injuries complained of by named plaintiffs allegedly result‘from the same uniawful
pattern, practice, or pelicy of the defendants, the commonality requirement is usually satisfied.”
Parker v. Asbestos Processing, LLC, No. _1 1-CV-01800, 2015 WL 127930, at *7 (D.S.C. Jan 8.,
2015) (citing Marisol A. v. Giuliani, 126 F.3d 372, 376-77 (2d Cir. 1997) (“[Clommonality
seﬁsﬁed...where injuries...were alleged to have arisen ‘from a uriitary course of coﬁduct by a
| single system’”)); see also In re TD Bank, N.A. Debit Card Overdraft Fee Litig., 325 F.R.D. 136,
153 (2018) (noting umformlty, “both in deﬁmtlon and implementation,” of policy at issue).
Plaintiffs pose multiple questions that are common to the various classes, that would
generate cemmon answers, and the resolution of which are central to the validity of the various
claims. Common questions of fact include whether Defendants knew about their data security
wlnerabilities, what Defendants did or did not do to address those vulnerabilities, and whether the
hacker(s) exploited those vulnerabilities to exfiltrate customers’ PII. Pls.” Mot. at 21. These
questiens of fact, and their answers, are common because every class member was subject to the
same Marriott and Accenture policies and practices related to data security. Defendants’ decisions
(or implementation of decisions) regarding— multifactor authentication, account access, account
fnonitoring, and encryption applied company-wide and did not vary by individual guest. See Pls.’
_ Mot. at ‘9—17 (citations omitted). Nor did these decisions vary hotel by hotel; rather .Defenciants

operated one data security system with centralized leadership. See Pls.” Mot. at 8-9; Defs.’ Opp’n
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